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Sharing best practices from more than 10

years of Social Media Collections

Who is Page Vault?

Page Vault specializes in full-
page screen captures of web
content such as social media
sites like Facebook and

Instagram, videos, web page,

full website captures, and more.

Page Vault solutions archive
web pages exactly as they
appear online and preserve key
metadata such as URL and
date of access. Page Vault also
provides eDiscovery load files,
and affidavits are available for
any capture.

If you're tasked to collect a relevant
party’s social media presence, you
might wonder: what do | even need to
look for and capture?

That question often leads people to
Page Vault. Since 2013, we've been
collecting and preserving online content
for legal professionals, with social media
making up a huge portion of those
preservations.

This guide distills the advice we give to
clients day-in and day-out into an easy
to follow step-by-step guide for your
own investigations and preservations.
Our recommendations here are what
most attorneys and investigators we
work with end up needing for their
matters.
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This guide walks you through:

1. What you can find on each
platform;

2. Key features to keep in mind
when accessing the platform

3. Step-by-step instructions of
what to look for and capture on
each platform.

We hope you find this guide
helpful. If so, please share it with
your colleagues, or reach out to
us at page-vault.com.

- Note: Social media platforms change

often! You can visit the resource
page on Page Vault's website to
check if you have the latest version
of the guide.



€9 Facebook: What to Know b Page Vault

Do I need an account? Can users see | viewed their profile?
Facebook is a platform where

people can stay connected to |Z| Yes D No D Yes @ No*
friends and family.

*Users cannot see profile views, but
can see who viewed their “stories”.

Most common uses

Each Facebook user has a profile

page containing basic information e Personal sharing of and engagement

well running f h i i . .
as wet as ardnhing el with photos and videos What information can | see?
“Timeline") of content they share,
such as short text updates, photos, e Businesses maintaining an account to e The person posting can determine the
videos, and links to articles. update their customers or users privacy of each piece of content they

share (posts, videos, links, etc.)

Many businesses also maintain a
Facebook page with information
and updates.

Common content types e Content shared publicly can be seen by
anyone logged into Facebook

e Text (no length limit)
e Content shared privately is only available

e Photos to those who have been accepted as
"friends” of the person (see warning
e Videos below!)

e Links to articles Other commonly used features

¢ Private messages with individuals
and/or groups of people

o Groups for common purpose or interest

e Buy/sell products ("Marketplace”)

e Professional updates

e Short form, expiring videos ("stories"”)

A Warning! Do not request to follow a private account for the purpose of accessing information. This could be an ethics violation.



€ What to

The timeline is the main
profile view of an account.

This shows posts, photos,
and more.
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This section contains a
preview of photos
uploaded by the user.

Friends
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This section shows the
friends of a user,
highlighting number of
mutal friends.
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Other

Depending on the facts
of the case, there may be
other areas on Facebook
that contain relevant
information. Click on
“More" in the navigation
bar to see further options.

Posts

This section contains all
posts by, or to the user in
chronological order (most
recent to oldest). This
includes all media types
(photos, text, videos,
shared posts).

























































